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● Independent security consultant 

– pentests / defense+hardening / telling what's best / PM

– historical strong unix-/networking background

● Community 2: OWASP 

– Chair + PC lead OWASP AppSec Research 2013    

– Charing German OWASP Day 2012, 2014

– German Chapter Lead

● Community 1: GUUG
– Program committee's 

– Former board
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● testssl.sh: what is that?
– Blunt: 

● Check's any server's SSL/TLS encryption 

– Cool thing: 
● /bin/bash

– compatible:
● Linux
● Mac OS X
● (Free)BSD 
● Windows: MSYS2, Cygwin

1. Intro  
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● testssl.sh
– 2005: inhouse testing tool (pentests)

– Open sourced:  ~ 2010
● 2/2014:   same name: domain
● 4/2014:   bitbucket
● 10/2014: github
● 3 releases in 2015

– ~ 5400 LoC

1. Intro  

Flag: https://upload.wikimedia.org/wikipedia/commons/0/00/Flag_of_Saint_Helena.svg from „Patricia Fidi“. Licence public domain

https://upload.wikimedia.org/wikipedia/commons/0/00/Flag_of_Saint_Helena.svg
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● testssl.sh
– Distributions:

● Pentesting: 

– BackTrack, BlackArch Linux, Weakerthan Linux
– Hello Kali, anybody out there? ;-)

● Regular: 

– ArchLinux
– Debian testing
– Ubuntu Xenial Xerus! (=16.04 LTS)

1. Intro  
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● idea annum 2005

– EZ
● SSL/TLS protocol versions  
● Cipher suites
● CN / expiration date

– certificate

– Trust: 
● s.o. / -verify 
● Browser

Bild: https://de.wikipedia.org/wiki/Datei:Victorinox_Evolution_14.jpg von „Vdv-r31“. Lizenz: CC BY-SA 4.0

→ Demo (1) 

1. Intro  

https://de.wikipedia.org/wiki/Datei:Victorinox_Evolution_14.jpg
https://creativecommons.org/licenses/by-sa/4.0/deed.de
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● A decade later: 2015
– vulnerabilities

2. Code  
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● But how the heck works 
– Heatbeat: TLS extension

● useless for 99,99% usage

2. Code  

Picture http://heartbleed.com/heartbleed.svg from „Leena Snidate / Codenomicon“. Licence CC0 1.0

http://heartbleed.com/heartbleed.svg
https://creativecommons.org/publicdomain/zero/1.0/deed.en
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(general) request 

2. Code  
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heartbeat request 
w/ heartbleed payload
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heartbleed response
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● But how the heck works 
– Heatbeat: TLS extension

● useless for 99,99% usage

– Buffer Overflow, mem access
● Doesn't work w/ OpenSSL!
● PoC in bash sockets

→ Demo (5)

2. Code  
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● Sockets
– Heartbleed

● TLS Extension

– CCS Injection (CVE-2014-0224)
● Not extension-based
● Similar check = socket based

– First PoC in bash sockets

2. Code  
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● Sockets
– TLS Handshakes (+SSLv2)

● ClientHello
● Parser for ServerHello

– atm: for protocol checks only

– Cool:
● Proxy
● STARTTLS

– nice by-product:
● TLS TIME – depends on server
● always works: HTTP Time Stamp

→  fingerprinting!

2. Code  

→ Code (5)
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● Problem using OpenSSL
– new Linux/BSD distributions, Mac OS X: „Fixes“

● Null, Anonymous Ciphers
● SSLv2

– wrt SSL Poodle: SSLv3 coming
● export ciphers (FREAK) 
● weak DH ciphers (Logjam)

2. Code  
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● Until full socket implementation
– Distribution of hand crafted binaries

● based on Peter Mosmans fork
● Linux, BSD, Darwin, ARM7

– Broken features + ciphers
– Advanced features + ciphers

● 3x Chacha20/Poly1305 cipher
● ­proxy, ­xmpphost <host>, …
● @ horizon: OpenSSL 1.1.0: CCM Cipher

– ugly: github

2. Code  

https://github.com/PeterMosmans/openssl
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● Summary: Sockets vs. OpenSSL
– Using both!

● Sockets where possible/needed
– protocol checks SSLv2 - TLS 1.1
– (TLS 1.2)

● TLS time
● HB+CCS

– More to come

2. Code  
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● but sometimes not as easy… ;-)
– Platform compatible cmd line parser

● /bin/bash:  getopts
– Always works (BSDs / Linux)
– Catch:  ­­long  option

● /usr/bin/getopt

– Linux (util-linux): GNU (long und short options)
– BSD/Mac OSX: just different

– Logic conclusion: 
● own parser 
● Peter Mosmans

3. Shell rulz  
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● but sometimes not as easy… ;-)
– Mac OS X:

● Bash3 !!1!   7/2004

3. Shell rulz  



HackPra RUB 16.12. 2015,  © Dirk Wetter, see 1st slide

● Static Code Analysis
– Shellcheck   (github.com/koalaman/shellcheck)
– Demo: shellcheck.net

– security: 
● Randomly

– Demo:  testssl.sh

→ Demo (7)

3. Shell rulz  

https://github.com/koalaman/shellcheck
http://www.shellcheck.net/
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3. Shell rulz

Pi
ct

ur
e 

htt
ps

:/
/e

n.
w

ik
ip

ed
ia

.o
rg

/w
ik

i/
Fi

le
:M

y_
O

ld
_S

ch
oo

l_
D

oc
um

en
ta

ry
_W

oo
ns

oc
ke

t_
20

13
_D

VD
_C

ov
er

.p
ng

  f
ro

m
 „

JS
N

Al
la

rd
“. 

Li
ce

nc
e 

CC
 B

Y-
SA

 3
.0

https://en.wikipedia.org/wiki/File:My_Old_School_Documentary_Woonsocket_2013_DVD_Cover.png
https://creativecommons.org/licenses/by-sa/3.0/deed.en


HackPra RUB 16.12. 2015,  © Dirk Wetter, see 1st slide

● sed & awk  /bin/bash!

– cat "$x" | sed 's/pattern/replace/g' 

 "${x//pattern/replace}"

– echo ­n "$line" | wc ­c

 echo "${#line}"

var="0x00,0xA5 ­ DH­DSS­AES256­GCM­SHA384 TLSv1.2 
Kx=DH/DSS   Au=DH   Enc=AESGCM(256) Mac=AEAD”

– echo "$var" | awk '{ print $NF }'

 echo "${var##0x* }"

3. Shell rulz  
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● limits
– threads / events

● important for broken servers/ load balancers etc.
● Background, asynchronous & polling:

results in  $HEADERFILE, $ERRFILE

printf "$GET_REQ11" | 
      $OPENSSL s_client -quiet -connect $NODEIP:$PORT \ 
           $PROXY $SNI 1>$HEADERFILE 2>$ERRFILE &

wait_kill $! $MAXSLEEP  # wait_kill() waits for PID (= $!) in 
                        # the background for $HEADER_MAXSLEEP 
                        # seconds.  !=0: killed

3. Shell rulz  
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4. Threats  
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● Wait… what, risk???
– Threat Modeling…

● Web

4. Threats  



HackPra RUB 16.12. 2015,  © Dirk Wetter, see 1st slide

● Wait, what. Risk???
– Threat Modeling…
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HackPra RUB 16.12. 2015,  © Dirk Wetter, see 1st slide

● Wait … what, risk???
– Threat Modeling…

● Web
● XSS through DNS

4. Threats  
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4. Threats  
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● Wait ... what, risk???
– Threat Modeling…

● Web
● XSS through DNS
● Tavis Ormandy (AV)

4. Threats  
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4. Threats  

https://code.google.com/p/google-security-research/issues/detail?id=546

https://code.google.com/p/google-security-research/issues/detail?id=546
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4. Threats  
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● Wait… what, risk???
– Threat Modeling…

● Web
● XSS through DNS
● Tavis Ormandy (A/V)

● Command Injection

→ Idea (8) 

4. Threats  
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● So far, not so good

5. Bugs & not shake-hands 
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● strange Debian/Ubuntu bug
– also: Debian Wheezy, Ubuntu 15.04

5. Bugs & not shake-hands 
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● OpenLiteSpeed
– SSLv2: disabled by default
– Plaintext answer!

● There's no SSLv2 RFC
– What to do with a drunken handshake ;-)

5. Bugs & not shake-hands 

https://bugs.launchpad.net/ubuntu/+source/bind9/+bug/1494869
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● Class of servers with handshake-size limits
– OpenSSL 1.0.2+: handshake failure

● handshake-size limit
● More ciphers nowadays

5. Bugs & not shake-hands 
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● IIS 6.0
– No support

● Some folks don't care
– Shodan

● Cisco ACE Loadbalancer 
– ClientHello w/ >128 ciphers

5. Bugs & not shake-hands 
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● F5 BigIP Load Balancer + old firmware
– SSL request stalls
– Weird limits for handshake 

5. Bugs & not shake-hands 
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● Project testssl.sh is „alive and kicking“
– 3 releases this year
– contributions++

● Peter Mosmans OpenSSL fork
● Proxy (John Newbigin)
● TLS_FALLBACK_SCSV (Jonathan Roach) 
● … 

– you know who, see CREDITS.md ;-)

5. conclusion 
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● what's new in 2.7dev?
– Check of  trust chain

● Mozilla / Microsoft / JDK 1.8 / Linux  ca-bundle.crt

–                    support 

● Whaat?           It's 2015!! C'mon...
● OpenSSL constraints, don't get me started...

5. conclusion 
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● What else in 2.7dev?
– Support for servers with X509  client authentication

● SSL Session ID check

– Smart logging
– Some workarounds for buggy systems

– Upcoming:
● HTTP/2  a.k.a. ALPN (PR)
● JSON output (Frank Breedijk)
● Color blind (Thomas Martens)
● POODLE TLS

– External
● Docker images 
● brew

5. conclusion 
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● future
– Features targeted for 2.8: 

github.com/drwetter/testssl.sh/milestones/2.7dev%20(2.8)%20
● complete socket support 

– TLS 1.2: extensions + IIS
– Disabled ciphers

● Even more workarounds or buggy systems
● CN                    Hostname validation
● EC curves: naming, check
● Parallel scanning
● ...

– Rating?
● Management compatible
● If fair: not as easy

6. outlook
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● challenges
– vulnerabilities: to be on the ball

● expectation: getting less

– broken handshakes
● work around it 

 

– test plattforms
● client: Plattform compatibility
● server

● Ideas for CI?

6. outlook

https://github.com/drwetter/testssl.sh/milestones/2.7dev%20(2.8)%20
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● Thanks!

– https://testssl.sh/

– dirk aet testssl.sh

mail aet drwetter eu

@drwetter
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