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● Independent security consultant 

– pentests / defense+hardening / concepts / training / PM

– historical strong unix-/networking background

•  programming: past (well, ...)

● Community involvements

– OWASP

– GUUG
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● HowTo do that?
– Different tools available

● Based on Python (sslyze), PHP+Python (ssl-decoder), Perl (o-saft), scripted 
(cipherscan), SSLlabs (Go), ...

● Coverage: Nmap+LUA, Java (TestSSLServer), Windows EXE (SSLAudit)

– Some Open Source, some not
– Privacy
– Platform availability

1. Intro  
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● testssl.sh: what is that?
– Blunt: 

● Check's any server's SSL/TLS encryption 

– Cool thing: 
● Plain /bin/bash + openssl as helper
● + standard Unix tools, no perl/python etc.

– compatible:
● Linux
● Mac OS X
● (Free)BSD 
● Windows: MSYS2, Cygwin

1. Intro  
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● testssl.sh
– customized runs, see ­­help

1. Intro  
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● Batch processing

1. Intro  
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● testssl.sh
– 2005: inhouse testing tool (pentests)
– Open sourced:  ~ 2010

● 2/2014:   domain testssl.sh 
● 4/2014:   bitbucket
● 10/2014: github
● 3 releases in 2015

– ~ 5500 LoC

1. Intro  

Flag: https://upload.wikimedia.org/wikipedia/commons/0/00/Flag_of_Saint_Helena.svg from „Patricia Fidi“. Licence public domain
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● testssl.sh
– Distributions:

● Pentesting: 

– BackTrack, BlackArch Linux, Weakerthan Linux
– hello Kali, anybody out there? ;-)

● Regular: 

– ArchLinux
– Debian testing 
– Ubuntu Xenial Xerus (=16.04 LTS)

– More:
● Docker images 
● Homebrew

1. Intro  

https://upload.wikimedia.org/wikipedia/commons/0/00/Flag_of_Saint_Helena.svg
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● 2015
– vulnerabilities

2. Code  
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● Problem using OpenSSL
– new Linux/BSD distributions, Mac OS X: „Fixes“

● Null, Anonymous Ciphers
● SSLv2

– SSLv3 coming
● export ciphers (FREAK) 
● weak DH ciphers (LOGJAM)

– Missing new, advanced bits (supplier)

2. Code  
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● Distribution of special binaries
– based on Peter Mosmans fork 
– Linux, BSD, Darwin, ARM7

● static (currently @ 1.0.2d / 1.0.2e)

– Broken features + ciphers
– Advanced features + ciphers

● 3x Chacha20/Poly1305 cipher (DJB)
● OpenSSL 1.0.2:   ­proxy, ­xmpphost <host>, …

– @ horizon: OpenSSL 1.1.0:  20 CCM Cipher
● Latest in changelog: also Chacha20/Poly1305 ciphers

– ugly: github

2. Code  
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● Coming back to the vulnerabilities...
– Testssl: 

● But how the heck works

 
– Recap: Based on Heatbeat = TLS extension

2. Code  

Picture http://heartbleed.com/heartbleed.svg from „Leena Snidate / Codenomicon“. Licence CC0 1.0

https://github.com/PeterMosmans/openssl
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heartbeat request 
w/ heartbleed payload

http://heartbleed.com/heartbleed.svg
https://creativecommons.org/publicdomain/zero/1.0/deed.en
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● Sockets
– Heartbleed: Buffer Overflow, mem access

● Doesn't work w/ OpenSSL!
● PoC in bash sockets
● What are bash sockets?

2. Code  



2. Code  
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● Sockets
– Heartbleed: Buffer Overflow, mem access

● Doesn't work w/ OpenSSL!
● PoC in bash sockets

– CCS Injection (CVE-2014-0224)
● Not extension-based
● Similar check = socket based

– First PoC in bash sockets

2. Code  
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● Sockets
– TLS Handshakes (+SSLv2)

● ClientHello
● Parser for ServerHello

– atm: for protocol checks only

– Cool:
● Proxy
● STARTTLS

– nice by-product:
● TLS TIME stamp – depends (server side)
● always works: HTTP Time Stamp

→  fingerprinting!

2. Code  
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● Summary: Sockets vs. OpenSSL
– Status: Using both!

● Sockets where possible/needed
– protocol checks SSLv2 - TLS 1.1
– (TLS 1.2)

● TLS time
● HB + CCS

– Future goal:
● LibreSSL + sockets should do it
● Kind of a bash library

2. Code  
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● limits
– threads / events

● important for broken servers/ load balancers etc.
● Background, asynchronous & polling:

printf "$GET_REQ11" | 
      $OPENSSL s_client -quiet -connect $NODEIP:$PORT \ 
           $PROXY $SNI 1>$HEADERFILE 2>$ERRFILE &

wait_kill $! $MAXSLEEP  # wait_kill() waits for PID (= $!) in 
                        # the background for $HEADER_MAXSLEEP 
                        # seconds.  !=0: killed

3. Shell rulz  
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● Static Code Analysis
– Shellcheck   (github.com/koalaman/shellcheck)
– Demo: shellcheck.net

– security: 
● randomly

3. Shell rulz  
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4. Threats  
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● Wait… what, risk???
– Threat Modeling…

● Command Injection!

4. Threats  



4. Threats  
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● Wait … what, risk???
– Threat Modeling…

● Command Injection
● Not only headers
● More Inputs

– XSS through DNS

4. Threats  
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● Wait … what, risk???
– Threat Modeling…

● Command Injection
● Not only headers
● More Inputs

– XSS through DNS
– Certificates, see Tavis Ormandy (AV)

4. Threats  

https://github.com/koalaman/shellcheck
http://www.shellcheck.net/
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4. Threats  

https://code.google.com/p/google-security-research/issues/detail?id=546
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4. Threats  



4. Threats  
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● Sanitizing
– Central output function

4. Threats  
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● Challenge!

● Test platforms

– Client: platform compatibility
● Several Linux distros / BSD
● Compile servers

– Server
● Requirements:

– Accessible / available
– stable

5. Software testing 
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● Test platforms
– Server

● Browser testpages: tlsfun.de / serverhello.com / badssl.com
– DH stuff, certificates/chain stuff,  some ciphers …

● Shodan
● More b0rken features

– More ciphers
– vulnerabilities!

● Heartbleed, CCS
● Poodle TLS

– For now:
● Manual tests

– Contribution: good ideas for CI?
● openssl s_server, ..

5. Software testing 



BSidesHH2015 28.12.2015    © Dirk Wetter, see 1st slide

● what's new in 2.7dev?
– Check of  trust chain

● Mozilla / Microsoft / JDK 1.8 / Linux  ca-bundle.crt

–                     support ;-/

● What??/?  

6. Conclusion + outlook 

https://twitter.com/Ebastos/status/649302550903156736

IPv6 Logo from http://www.worldipv6launch.org/wp-content/themes/ipv6/downloads/World_IPv6_launch_badge.svg

https://code.google.com/p/google-security-research/issues/detail?id=546
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● What else is cooking in 2.7dev?
– Support for servers with X509  client authentication
– Smart logging
– Some workarounds for buggy systems

● Handshake limitations

– Protocol: HTTP2  a.k.a. ALPN (Laine Gholson)
– Detection of insecure redirect to HTTP (Frank Breedijk)

– PR:
● JSON output (Frank Breedijk)
● Color blind (Thomas Martens)

– Upcoming: POODLE TLS

6. Conclusion + outlook 
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● future
– Features targeted for 2.8 (ETA ~ February) 

github.com/drwetter/testssl.sh/milestones/2.7dev%20(2.8)%20
● complete socket support 

– TLS 1.2: extensions + IIS
● CN                    Hostname validation
● EC curves: naming, check
● Parallel scanning
● ...

– Rating?
● Management compatible
● If fair: not as easy

6. Conclusion + outlook 
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● Thanks!

– https://testssl.sh/

– dirk­testssl_sh

@drwetter
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