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Independent security consultant
 ~20 yrs profession 
 Security since the beginning

 Strong networking / Unix background
 Consulting since 2003

 Privacy: important to me 
 Hobbies 

 OWASP 
● AppSec Research 2013

 testssl.sh

about:me
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Motivation
 Over reaction privacy + SSL

 Not talking  about security = C I A

 Clean up fundamental misconception
 Different angles to look from

whatis:allabout
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Troy Hunt 2011 @ https://www.troyhunt.com/ssl-is-not-about-encryption/

nottalking:about
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nottalking:about
WTH?



OWASP AppSec Europe, Rome  30.06. 2016

WTH?

nottalking:about
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(Personally  taken)
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HTTPS
 2013: Google @ Chrome Dev Summit

Got SSL? -  Chrome Dev Summit 2013 (Parisa Tabriz) https://www.youtube.com/watch?v=sJ8EX61fFWQ
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talking:about

https://www.youtube.com/watch?v=sJ8EX61fFWQ
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HTTPS
 2013: Google @ Chrome Dev Summit
 8/2014: Google's power

 Safe? From what??
                            http://googlewebmastercentral.blogspot.com.au/2014/08/https-as-ranking-signal.html

talking:about

http://googlewebmastercentral.blogspot.com.au/2014/08/https-as-ranking-signal.html
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HTTPS
 2013: Google @ Chrome Dev Summit
 8/2014: Google's power
 6/2015: „HTTPS everywhere for IETF“

https://www.chromium.org/Home/chromium-security/marking-http-as-non-secure

talking:about

https://www.ietf.org/mail-archive/web/ietf-announce/current/msg14190.html
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“The IETF has recognised that the act of 
accessing public information required for 
routine tasks can be privacy sensitive and can 
benefit from using a confidentiality service, 
such as is provided by TLS. [BCP188] The IETF 
in its normal operation publishes a significant 
volume of public data (such as Internet-drafts), 
to which this argument applies.” 

https://trac.tools.ietf.org/group/iesg/trac/wiki/HttpsEverywhere

talking:about
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„HTTPS everywhere for IETF“

Roy Fielding: Browsers don't send singular messages 
containing anonymous information.  They send a complex 
sequence of messages to multiple parties with an interaction 
pattern and communication state.

Tony Hain: While I don't object to making the IETF content 
available via https/tls, this proposed statement reads as 
political knee-jerk BS that is both unnecessary and uncalled 
for. What the statement MUST focus on is 'data integrity', 
and SHOULD NOT stop to fear mongering over 'privacy'. "It 
is public data ..." 

talking:about

https://www.ietf.org/mail-archive/web/ietf-announce/current/msg14190.html
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networking lesson:one

https://creativecommons.org/licenses/by-sa/4.0/deed.en


ClientHello
(taken at router)

IP
TCP
SSL



ServerHello / Certificate
(taken at router)
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Not the first obvious request 
 DNS (clear text)

 3rd party involvement!

browser:other requests
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Not the first obvious request  
 DNS
 OCSP (if not stapled)

browser:TLS layer

http://ocsp.godaddy.com/

POST / HTTP/1.1
Host: ocsp.godaddy.com
UserAgent: Mozilla/5.0 (X11; Linux x86_64; rv:47.0) [..]
Accept: text/html,application/xhtml+xml,application/xml [..]
AcceptLanguage: enUS,en
AcceptEncoding: gzip, deflate
ContentLength: 75
ContentType: application/ocsprequest
Connection: keepalive

<DER encoded OCSPRequest>
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Not the first obvious request  
 DNS
 OCSP (if not stapled)

 3rd party involvement!
 RFC 6960

● 4.1.1.  ASN.1 Specification of the OCSP Request

browser:TLS layer

    CertID  ::=  SEQUENCE {
       hashAlgorithm       AlgorithmIdentifier,
       issuerNameHash      OCTET STRING,  Hash of issuer's DN
       issuerKeyHash       OCTET STRING,  Hash of issuer's public key
       serialNumber        CertificateSerialNumber }
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ClientHellos
(sniffed from router)

browser:TLS layer

ChromeFirefox
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ClientHellos
(sniffed from router) browser:TLS layer

Firefox 47

Chrome 51
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Browser TLS fingerprinting on the wire
 SSLlabs Client API   (mod_sslhaf) 

https://api.dev.ssllabs.com/api/v3/getClients


github.com/LeeBrotherston/tls-fingerprinting/
https://blog.squarelemon.com/tls-fingerprinting/

 Some fun:

browser:TLS layer

prompt~:$ tlsfingerprinting/fingerprintls./fingerprintls i <NW IF>

https://github.com/ssllabs/sslhaf
https://api.dev.ssllabs.com/api/v3/getClients
https://github.com/LeeBrotherston/tls-fingerprinting/
https://blog.squarelemon.com/tls-fingerprinting/
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Browser TLS fingerprinting on the wire
 Time skew (past, kind of….)

browser:TLS layer

gmt_unix_time [ms]
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server:URL
At the console

?



Click to edit Master title style

browser:IP layer

Wireshark



Click to edit Master title style
Wireshark
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Network difficult:
 length not visible (MTU)

 HTTP/ 1.1: pipelining
● But: source port TCP

 Keepalive
 304

 SSL session ID / TLS session tickets

Wireshark

server:URL
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connection to 3rd parties

server:URL
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browser:referer

RFC 2616 
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Scary research
 WF = website fingerprinting!
 (sometimes disputed)

server:URL
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server:URL
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server:URL
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server:URL



real:privacy killers
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real:privacy killers

Statistics
 249 GET requests (!) to 81 Hosts
 49 x Mixed content blocked
 15 x loaded
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● Mixed Content
– State of the (small) disaster:

Fix: about:config
security.mixed_content.block_display_content

another:problem
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Mixed Content
 State of the (bigger) desasters:

Webkit @ Android 5.0.1 An
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Bottom line
 Content  is being ~protected via HTTPS

 Metadata leackage: IP address, port, hostname!!
 Client side:

● Browser version (TLS fingerprinting)
 Server side:

● Trackers!
● Website fingerprinting: URLs somewhat deducible 

take:aways
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Bottom line, calm-down-part
 Confidentiality of data: HTTPS right thing to do

 + integrity
 Also benefit in terms of privacy
 But real privacy is something different

 Client side:
● Src IP: Use TOR or VPN (server side limits) 
● don't mess with browser settings 

 Server:
● Don't use trackers
● Proper away logs

take:aways
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Usage HTTP+TLS: not so bad!
 SMTP+STARTTLS

 ~60% encrypted, ½ of it (~30%) proper certificate 
validation

 configured MTA as sender to hard fail?
 IMAP/POP: (STARTTLS: 45-50%, *S: 54-65%)
 Jabber: ~3% (!), S2S < 1%
 VoIP, GSM: keep on dreaming
 DNS – oh well

other:protocols
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Mille grazie
dirk at owasp org / testssl sh

@drwetter

say:thanks
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(HTTPS)
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